A Guide

 to

 Viruses and Worms
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by Ben Fox

"The very openness and efficiency that drove the Internet's success also make it an ideal breeding ground for infectious network agents,"   -Stefan Savage, Project Director and a professor in the Computer Science and Engineering department of UCSD's Jacobs School of Engineering.

What is a Virus?

A Virus is a malicious program usually disguised as something else that causes some unexpected and, for the victim, usually undesirable event and which is often designed so that it is automatically spread to other computer users.

What is a Worm?

Worms are very similar to viruses in that they are computer programs that replicate themselves and that often, but not always, contain some functionality that will interfere with the normal use of a computer or a program.

The difference is that unlike viruses, worms exist as separate entities; they do not attach themselves to other files or programs. A worm can spread itself automatically over the network from one computer to the next. Worms take advantage of automatic file sending and receiving features found on many computers. 

What is Adware?
Adware causes ad banners to popup on your screen, changes banners on websites, and can modify your Yahoo and Google search results with advertisements instead of your true results. Adware can place Windows advertisements on your desktop, start menu, and in your web browser Favorites and Bookmarks. It is a nuisance at best and can slow down your computer's operation considerably. 

What is Spyware?
Spyware programs hide on your computer and do a number of harmful and annoying things without your knowledge. These programs can record your every move - gathering personal information about you. This includes which web sites you visit, which ads you click on, the duration of your visits, your name, age, gender, credit card numbers, passwords, email addresses, online buying habits and more. Spyware threats have become commonplace, and have even outpaced viruses as the number one on-going danger facing on-line PC users today.

What harm can a virus cause?

The Blaster.A virus, besides replicating and infecting others, will periodically cause your computer to shut it'self down.  
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Once infected with the SoBig.E worm a computer will then be open for anyone to run programs on.  Viruses like these are designed to use your computer to attack someone else's network, like MicroSoft.

The Netsky virus will scan your computer looking for an address book.  Once it has a list of targets, it will generate email to send out to all your friends.  The email will look something like this:

From: (selected from the obtained email addresses) 

Subject: (any of the following) 
fake 
hello 
hi 
information 
read it immediately 
something for you 
stolen 
unknown 
warning

Message body: (any of the following) 
about me


here, the cheats


is that your name?
anything ok?


here, the introduction

misc
do you?


here, the serials


my hero
from the chatter

i found this document about you
ok
greetings


I have your password!

read it immediately!
here



i hope it is not true!


read the details.
here is the document.
i wait for a reply!


is that true?
here it is


i'm waiting



reply
information about you
kill the writer of this document!
see you
is that from you?

is that your account? 

that's funny


Attachment: (any of the following) 
aboutyou

website

message
attachment

topseller

me
bill


textfile

mails
concert

talk


mail2
creditcard

swimmingpool
location
details


stuff


jokes
dinner


story


misc
disco


shower

msg
doc


release

nomoney
document

ranking

note
final


ps


object
found


product

part2
friend


posting
information

party


How do you know you have a virus?

· You may notice a change in the behavior of your PC.

· Your computer may be slower then it used to.

· Your computer may display errors when trying to run certain programs.  

· Then again, you may not notice any difference.

The only sure way to determine if you have a virus is periodic virus scanning.

You suspect you have a virus, now what?

This is the easy part.  Go to the ISD's home page.  www.ioniaisd.org  Click on the link for the Technology Department.  From the list click on the link to Viruses and Spyware.  In the middle of the page are a couple of different links to free online virus scanners.

How can you keep from getting a virus?

If it's your work PC, let the virus scanner run every day when you first boot up.

Don't accept emails from people you don't recognize.  -Just delete them.

Never open attachments unless you are expecting them.  -Baby pictures are ok.

Make sure you are using a popup blocker from a reputable company.  -Google.
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Always click no or cancel to any unsolicited offers that do popup!
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If there is no obvious way to close the box, right click the popup's box on the taskbar and select close.
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If that still doesn't work, you can close any active window by pressing ALT and F4.

Have a home PC and want the same Anti-virus software we use here?

It is available for free from www.grisoft.com.  
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